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Date Version Amendments

Version 1.0 | Approval of the User Manual for electronic trust services provided by
the Qualified Trust Service Provider “Diia”

1. INTRODUCTION

This Manual contains a general description of the process of registration of users of electronic
trust services (hereinafter referred to as the “users”) provided by the Qualified Trust Service
Provider “Diia” (hereinafter referred to as the “QTSP “Diia”, “Provider”), as well as the procedure
for using qualified electronic trust services by users.

Qualified electronic trust services are provided by the QTSP “Diia”, represented by the State
Enterprise “DIIA”, which includes the Head Office and separate registration units of the
QTSP “Diia”.

QTSP “Diia” provides qualified electronic trust services in accordance with:

- Law of Ukraine “On Electronic ldentification and Electronic Trust Services” and other

legislative acts in the field of electronic identification, electronic trust services, information and
personal data protection;

- Policy of the QTSP “Diia” Certificate (Rules and Procedures of operation of the Qualified Trust
Service Provider “Diia”);

- appropriate Provisions of Certification Practices of the QTSP “Diia” (Rules and Procedures of
operation of the Qualified Trust Service Provider “Diia”).

- General terms and conditions for the provision of qualified electronic trust services of the
user of the Qualified Trust Service Provider “Diia”;

- Agreement for the provision of qualified electronic trust services concluded with the QTSP
“Diia” on behalf of the State Enterprise “Diia” in accordance with the Article 634 of the Civil Code of
Ukraine by accession to all the terms and conditions of this Agreement under the Application for
Accession.

Users of electronic trust services (hereinafter referred to as users) are free to use the results
of the received electronic trust services, subject to the restrictions established by the legislation and
by the QTSP “Diia”.

1.2. Name of the document and its identification

Name of the document: User Manual for electronic trust services provided by the Qualified
Trust Service Provider “Diia”.

Version: 1.0.
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1.3. Definition of terms

Electronic signature

Electronic data that is attached to other electronic data or
logically linked to it and is used by the signatory as a signature.

Advanced electronic signature

An electronic signature generated using a Qualified Certificate of
Electronic Signature issued by the QTSP “Diia” and does not
contain data that the private key is stored in a qualified electronic
signature tool

Qualified electronic signature

An advanced electronic signature generated using a qualified
electronic signature tool and based on a Qualified Certificate of
Electronic Signature issued by the QTSP “Diia”

Qualified Certificate of the
Public Key

Certificate of Electronic Signature or Seal issued by the QTSP
“Diia” and complies with the requirements established by Part
two of the Article 23 of the Law of Ukraine “On Electronic
Identification and Electronic Trust Services”

Separate registration unit

A subdivision of the QTSP “Diia” or a legal entity or natural
person, including a Notary, who, based on the Order of the QTSP
“Diia” (its Head) or an Agreement concluded with it, carries out
the registration of signatories and generators of electronic seals
in accordance with the requirements of the legislation.

Tariff plan

Tariff plan for the provision of qualified electronic trust services
and related services by QTSP “Diia” is published on the QTSP
“Diia” website at the following link: https://ca.diia.gov.ua.

Qualified electronic signature
tool

Hardware or software device or software that are used to
generate an electronic signature or seal (electronic signature or
seal tool) that complies with the requirements established by
Part one to four of the Article 19 of the Law of Ukraine “On
Electronic Identification and Electronic Trust Services”
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Private key Unique data that is used by the signatory or electronic seal
generator to generate an electronic signature or seal
Public Key Data used to confirm an electronic signature or electronic seal

“User” software

“Software Complex “lIT User Key Certification Centre-1"
software, which is a computer program used to manage the
user’s key pair (generation of a key pair, storage of a private key
and generation of requests for the formation of the Qualified
Certificates of the Public Key, etc.), access to the Qualified
Certificates of the Public Key (searching for the Qualified
Certificates of the Public Key, defining their status, etc.),
protection of user files (signing, verification, encryption,
decryption)

Signatory

Natural person who creates an electronic signature

Electronic seal

Electronic data used to ensure the authenticity of the origin and
integrity of an electronic document

Qualified electronic time stamp

Electronic data that link other electronic data to a specific
moment in time to certify the availability of such electronic data
at that moment in time (electronic time stamp), which complies
the requirements established by the Part two of the Article 26 of
the Law of Ukraine “On Electronic Identification and Electronic
Trust Services”

Encryption Converting plaintext to ciphertext (encryption) and recovering
plaintext from ciphertext (decryption) with known key data
File key A private key stored in an electronic signature or seal tool that

does not comply with the requirements for a qualified electronic
signature or seal tool established by the Parts one to four of the
Article 19 of the Law of Ukraine “On Electronic Identification and
Electronic Trust Services”
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Cancellation of the Public Key
Certificate

Suspension of the Qualified Certificate of the Public Key

Electronic seal generator

Legal entity or natural person-entrepreneur who generates an
electronic seal

Blocking the Public Key| Temporary termination of validity of the Qualified Certificate of
Certificate the Public Key

Renewal of the Public Key| Re-establishment of the validity of a previously blocked Qualified
Certificate Certificate of the Public Key

Mobile application “Diia”

Mobile application of the Unified State Web Portal of Electronic
Services (“Diia”)

Diia.Signature (Diia ID)

Remote qualified electronic signature generated using the
Unified State Web Portal of Electronic Services (“Diia”)

“E-Resident” information

system

Information system created to enable foreigners to obtain e-
resident status

Electronic cabinet of the “E-
resident”

Personal automated workplace of an e-resident, which is a part
of the “E-resident” information system, that allows the e-
resident to receive electronic public services and ensures
communication with the technical administrator, government
authorities and banks that act as tax agents for e-residents.

Mobile application

A computer program that is a part of the “E-Resident”
information system with an English interface that allows an
applicant to apply for e-resident status and identify the e-
resident based on the identification carried out in a foreign
Diplomatic Establishment of Ukraine in accordance with the
procedure defined by the Procedure for Acquiring and Cancelling
the Status of Electronic Resident (E-Resident), identification of
persons intending to acquire the status of an electronic resident
(e-resident) and the provision of qualified electronic trust
services to them, approved by the Resolution of the Cabinet of
Ministers of Ukraine No. 970 dated September 5, 2023
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Other terms are used in this Manual in the definitions given in the Civil Code of Ukraine, the
Law of Ukraine “On Electronic Identification and Electronic Trust Services”, Resolution of the Cabinet
of Ministers of Ukraine No. 764 dated June 28, 2024 “Some Issues of Compliance with Requirements
in the Fields of Electronic Identification and Electronic Trust Services”, Resolution of the Cabinet of
Ministers of Ukraine No. 970 dated September 5, 2023 “Some Issues of Electronic Residents (E-
Residents) and Maintenance of the E-Resident Information System”, Resolution of the Cabinet of
Ministers of Ukraine No. 1137 dated December 4, 2019 “Issues of the Unified State Web Portal of
Electronic Services and the Register of Administrative Services”, and other legislative and regulatory
acts on issues of cryptographic and technical protection of information.

2. LIST OF SERVICES PROVIDED BY THE PROVIDER AND TERMS OF USE OF THE PRIVATE KEY
2.1. List of services provided by the Provider
QTSP “Diia” provides users with the following services:

- a qualified electronic trust service for generating, verifying and confirming a qualified
electronic signature or seal, including the qualified electronic signature “Diia.Signature”;

- a qualified electronic trust service for formation, verification and confirmation of the validity
of a Qualified Certificate of the Electronic Signature or Seal, including a Qualified Certificate of
Electronic Signature “Diia.Signature”;

- a qualified electronic trust service for the formation, verification and confirmation of a
qualified electronic time stamp;

- other services that do not contradict the requirements of the legislation.
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2.2. Terms of use of the private key by the user
Verification and use of the user’s private key is carried out by using:

1) “User” software (version 1.3.1.51 or later) installed on a personal computer with an
operating system of Microsoft Windows XP/2003 Server/Vista/2008 Server/2012 Server/2016
Server/7/8/8.1/10/11 or Apple macOS 10.0.4 or later;

2) QTSP “Diia” website, which can be accessed using web browsers such as Google
Chrome, Mozilla Firefox, or Opera;
3) Mobile application “Diia”, installed on an electronic device that complies with the

following requirements:
- Android operating system, Android 6.0 or later;
- 10S operating system, 10S 13.0 or later.

For safe storage of private keys, a qualified electronic signature or seal tool is used, which is a
hardware or software device or software used to create an electronic signature or seal and which
complies with the requirements established by the Parts one to four of the Article 19 of the Law of
Ukraine “On Electronic Identification and Electronic Trust Services”.

Hardware and software of a qualified electronic signature or seal is usually made in the form
of a token - a USB device (externally resembling a flash drive) or a smart card (a plastic card with a
chip).

A private key stored in a qualified electronic signature or seal tool is protected against
password guessing and copying and has a high level of trust.

A qualified electronic time stamp shall be used to certify the fact of affixing a qualified
electronic signature or seal to electronic data (electronic document) at a specific time.

Use of a qualified electronic time stamp for the permanent storage of electronic data is
mandatory.

QTSP “Diia” ensures the generation of advanced and qualified electronic signatures and seals
based on Qualified Certificates of the Public Keys.

QTSP “Diia” forms Qualified Certificates of Electronic Signature or Seal according to the state
(DSTU) and international (RSA and ECDSA) algorithms.

Document with an electronic signature can be downloaded in .p7s format (CAdES data storage
and signature format) or ZIP-archive (ASiC-S or ASiC-E data storage and signature format).

Description and properties of the signature formats are provided in the table:
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Electronic signature format

ASiC-E

Allows to store one or more file objects with related electronic
signatures and subsequently add file objects, electronic
signature files, and electronic time stamps.

Electronic signature format

ASiC-S

Allows to store a single file object with a related electronic
signature and add new ones in the future. It also allows to add
files to protect electronic time stamps.

Electronic signature format

CAdES

Unified electronic signature, which allows you to sign electronic
data of any format, as well as store electronic data and
electronic signature in separate files.

For further verification of the CAdES electronic signature, two
files will be needed: the original (without an electronic
signature) and the signed one.

It is used for files up to 25 MB and more.

Electronic signature format

PAdES

A unified electronic signature that allows to

to sign electronic data in PDF format using
software for PDF files.

Does not support parallel signing of electronic data.

For files up to 25 MB.

Electronic signature format

XAdES

A unified electronic signature that allows you to sign electronic
data of any format. It also stores the electronic signature in
XML format, separately from or together with electronic data.
Supports parallel and sequential signing of

of one or more electronic documents.

For files up to 25 MB.

10
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3. PROCEDURE FOR RECEIVING SERVICES PROVIDED BY THE PROVIDER
3.1. Ordering a Qualified Certificate of the Public Key on the Provider’s website

To order a Qualified Certificate of the Public Key (in the form of a file or on a secure
medium), the user must fill out a form on the website of the QTSP “Diia” at
https://ca.diia.gov.ua/askrav2/?page=supermarketa in the following sequence:

Select the components of the service:

equalified certificate and/or secure medium (if necessary, use a qualified electronic
signature or seal tool to store a private key) and/or offsite generation (if necessary) and click
“NEXT”

3aMOBUTU
nocnyry

Cknapg nocnyrm

[*] KsanicikoBaHuit cepTudbikaT
[®] 3axuweHuit Hocilt @

[®] BuisHa renepauia @

11
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® separate registration unit, tariff plan and certificate validity period

3aMOBUTU
nocnyry

CkKnap nocnyrm

BaxaHni NyHKT 06CNYrosysaHHa

BaykaHWi MyHKT 06CNYroBysaHH:A v

BaxKaHWiA MYHKT o6cnyroByBaHHA

M. |IBaHo-PpaHKiBCbK, BYN. Makyxu, Ha

M. OHinpo, np. AMUTPpa ABOPHUUBKOTO, 104a
M. KuTomKp, BYN. MNepemory, 18a

M. 3anopixxka, Byn. HesanexHoi Ykpainn, 40
M. KaM'aHCbke, npocnexT B. CTyca, 1012

M. Kuig, Byn. BynbeapHo-Kyapascoka, 4

M. KponuBHULEBKWIA, BYN. Onekcia Eroposa, 18
M. Nyubk, Byn. Oy6HiBCbKa, 226

M. IbBiB, BYN. 3anisHW4Ha, 6y0. 7, 2-il nosepx
M. Ofleca, NpocnekT MarapiHa, 25, nosepx 3, ogic 338
M. MOKpPOBCBK, M-H MPHKK,1

M. MonTtasa, ByN. Co6opHOCTI, 408

M. PiBHe, BYn. KaBkasbka, 7

M. Cymu, npocr. MNepemory, 18a

M. TepHonine, Byn. Bineubka, 51

M. ¥Kropon, Byn. CoépaHelbka, 46

| M. Xapkis, NnpocnekT MarapiHa, 1041

M. XMenbHUUbKWA, BYN. LeB4YeHKa, 79a v

3aMOBUTHU
nocnyry

Cknapg nocnyru

BakaHWi NYHKT O6CNYrOBYBaHHA

M. KWiB, Byn. N’eHepana Anmasosa, 11 hd

KaTeropia KOpWCTyBada
06epiTe KATEropI KOPWUCTYBaYa v

06epiTb KaTeropiio KOpUCTyBaYa
HOpWAMYHa ocoba

CamosaiHATa ocoba
' Pi3nyHa ocoba |
BaxaHui TMN HociTB

06epiTe 6axaHniA TUN HocliB ~

KinekicTs Hociis

1

12

3aMOBUTHU
nocnyry

Cknap nocnyru

BaaHMi NYHKT 06CNYroBysaHHA

M. Kuis, Byn. leHepana Anmasosa, 11

KaTeropia kopncTysasa

HOpuamrYHa oco6a

[Ns NPEAcTasHAKIa PHRNHIX OCI6 (00 CEpTMMIKATA BHOCATLCR M.LE.
PHOKIM BNackuka, Nocana (Ha suMory), kol EPMOY Ta HaAMeHYBaHHA
OPUAWYHOT OCO6M)

® KeanicikoBaHUil cepTUhikaT eNeKTPOHHOro
nignucy Nignucyeada

O KeanicikoBaHuit cepTudbikaT enekTpoHHOT
neyaTtku pPUONMYHOT 0co6K
Tepmin Aii cepTuchikaTa

O6epiTe TEpMIH AT cepTUdikaTa

06epiTh TEPMIH il cepTMdikaTa
1 pik (495 rpH.
2 poKW (990

KINBKICTE HOCITE

1
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oFill in the identification data of the certificate owner (signatory):

3aMOBUTHU
nocnyry

[aHi BNacHUkKa
cepTudikaTta

@® IpeHTUDiKaLIRHUIA KOO, HAaABHUIA

O IpeHTWiKaUifHWIA Kop, BIBCYTHIN

According to the selected tariff plan (natural persons or legal entities) must fill in the
required fields, moving to each following page. The order form filling is completed when the
payment method is selected (online payment or at a bank branch). The list of required
documents, the registration application is sent to the email specified by the user.

After ordering the service on the QTSP “Diia” website, the User shall visit the selected
registration unit to receive the Services, except for users who have ordered the offsite
generation service. When ordering offsite generation, QTSP “Diia” specialist will visit the
client’s workplace (office) to provide the Services.

3.2. Signing documents
3.2.1. Signing documents on the Provider’s website

Documents can be signed on the QTSP “Diia” website in the section “Sign Documents” (file
size not larger than 25 MB) using a file key or a private key stored in a qualified electronic signature
or seal tool, Diia.Signature.

13
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eOn the Provider’s website, select the “Sign a Document” service and sign using the
“Electronic Signature”.

NnipnucaTtu
OOKYMEHT

Migpnucatwv chann 3a
OOMoOMOororo

EneKTpoHHOro nipnucy -

Oia.MNignuc - UA -

Oia.MNipnuc - EU -

Bepcia Big 2024.04.1513:00

eSelect an existing private key (file, token or cloud signature), enter the password for
the private key and click “Read”. To work with tokens (secure media), if necessary, install the
web signature library in your browser.

Migpnucatu

Mignucartu AOKYMEHT
OOKYMEHT |

34yunTanTe KN4

dainoBnin  TokeH MapH

34unTanTe Ko

dannosnit  TOKeH MapH Lo Take cdharnoeui Hocin?
L

. s s nas a
LLlo Take TOKeH? "Oin". KeanichikoBaHWin Hapgasay enekTPoOHHMX AOBIPYMX NO.T

@HanamTyBam proxy-cepsep Key-6.dat

BU3HA4YMUTK aBTOMATUYHO

900891 (e.knto4 IIT Anmas-1K (Bluetooth)) MNapons 3.

Maponsb 3 C KK
Ha3zap

< Hasan

14
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e After successfully reading the private key, click “Next” and select the format of the
electronic signature.

Nigpnucatwum
OOKYMEHT

Migpnucartu Ta 3éeperTtu

Lo Take ASIC?

PekomMeHOyeMO MianucyBaTu
OokymeHTu y dopmarti ASIC-E.

Lie yHicdhbikoBaHWH hopMaTr eneKTPoOHHOro

AoKyMeHTooG6iry, AKWA rapaHTye, Wo BaLuli
AOKYMEHTH NPUAMaTUMYTb BCi e pPXKOPraHm.

Tak, ninnucatu B chopmarti ASIC-E

( Hi, o6patu iHWwWi hopmart )

Bepcin Big 2024.04.15 13:00

eSelect the format, type and algorithm of the electronic signature, the required
document to be signed and click “Sign”.

rnigonmcaTm
OJOKYMEeHT

XAdES. Oladi Ta nianuc 36epiraroTeca B XML daini
. xml)
PAdES. OQani Ta nianwc aSepiraroTteca B PDF damni
(~.pdf)
® CAJES. OaHi Ta nianwc scepiratoTecA B CMS dpanni
(*.p7s)
ASIC. OdaHi Ta NianKc 36epiraoThca B apxisi
ASIC-E. flari Ta nignuc 36epiraroTecsa B apxiBi
(pozwmpeHuid dopmaT)
O ASIC-S. OlaHi Ta nianmc a6epiraloTecA B apxisi
(npocTrin chopmaT)

OCTY 4145 -

nignuc Ta gadi B oaHomy danni (enveloped) ~

CAdES-X Long — OOBroCTRPOKOBWKA 3 NOBHMMKM OaHKMMK LL.T

Dann(n) ans nignucy:

= EUI3GANndroidOManual.p
df

SmikmTI

( Haszan )
-

15
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e After signing documents, the signed file is displayed in the browser, as well as a file
without an electronic signature and the protocol for generating an electronic signature, in
which the time stamp and the signatory’s data are indicated. To save these files, click on the
arrows and download the required document to your computer.

rigpnucatu
OOKYMEHT

- OOKYMEHT nignmcaHo

¥+ 3aBaHTaXXMTW BCe apXiBom

[2) ®aiin 3 ninnucom ¥
[2 @aiin(n) 6e3 nignucy &
[2 NpoTokon cTBopeHHs Ta NepeBipkK KBanidiko... ¥

3.2.2. Signing documents using the “User” software

Using the “User” software, the signatory may use a file key or a private key stored in a qualified
electronic signature or seal tool to sign files larger than 25 MB on a personal computer.

The “User” software can be downloaded from the website of the QTSP “Diia” at the following
link: https://ca.diia.gov.ua/download-all

e After installing the “User” software on your personal computer and opening it, select
“Sign files”.
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n Kopucrysau KHEAM "A1A" o= (m] X

% lNepesipu daitmm
Ym Mepesipka nianwcy Ha nigMcarnx
&

Paitnax
Y 3aumppysam eadnu Y Posumepysamm paiinu
% 3awnppysaHHa Sainis Ha 0aHoro % PosumppysaHHa
! 4 AEKINEKOX KOPUCTYBaNB 3AWNPPOBaHYX Pailnis
MNepernsrym cepmpikam Nepernssiym CBC
Mepernan cepmaikarie y Nepernaa CBC y gainosomy
PaitnoBoMy CXOBMLLLI cxosuwi
Bcrasosum napameTpy 3rexepysa Kmoui
E BerarosneHs napameTpie pobo ? eHepaLia KNioYis i3 3anUTaMm1 Ha
KOpUCTyBaya POPMYBaHHA CEPTUDIKATIB
Ilonomora Oco6ucTmit Koy
Moo nporpamy... wram...
Mepettm go web-caitry LICK...

eSelect your private key, enter the password and click “Read”

Janvc oCcoBRCTOND KAWL »

B rasoni e HOCIA KIS0ARDESO! iHESOPSLUSLET S8 T IR ME0AE T FOPSAT T8 R8s a-na
BT s TE B A Tis MO TN

hod eyt DIACH o poprauin NP HOCIA®
e A

Tiar: & st v CrRAAET S A0TE

T ek Zarop 338 (PHCSE11)
& o IIT Arvaaa-TK (Blustocth) Hassa: 2e1a010001

& wxmwon 1T Kpscran

=] Dwapra rposansrsea (EEH) Mepesamcycranl, noTpediyc

& eoumou IT Arssas-1K (PECSE11 BTy AN 0 T TN L | TIMG MO

CRAACTICE, S TROHE SN K Mecw,

# e IIT Kpucran-1 (PECSET 1, sipryansesd) anapamess FEM

o &xmoy Eoit Key (PRCSE11)
& oy e crapTrapTa SaTop PHCSH)

[ & reos an COETRIGTS SETop 100 (PRLGR11) “:::“F:;':n‘m‘

& 2e1a0100018 0902
=] crapT=apTa Texncronc. | Ehpeed (PRLGETT]
=] crapTeapta Texcnonc, TENDse
=7 e wapTa W e xmeon Tesromonc. TElgse 2/73/4

Dososma...

Mapons: sew E
MNoaTop: =e= IF Monepearss sadopaaTean I
H Donomora [ [ 3owcam || Baea
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oClick “Add” and select the required file to be signed or several files from the
computer’s catalogue and click “Sign”. After that, the signed files are saved to the catalogue
where the corresponding files without an electronic signature are stored. The file containing
the electronic signature has the extension “*p7s” and the electronic signature format CAdes.

Kopuctysau KHEAN “A18" — a X
sy coanio |

E BraxiTe @aitnn, aKi HeolxiaHO NIANMCATY Ta 333HauTe ANA KOXHOrO NOPAAOK 3anmcy nignucy

Im'n painy EN Cran Anroputv nigmmcy  Pop

Lopaite 260 NepeTarHiTs GaANM ¥ CIMCOK. .

Anroputv EMN: OCTY 4145 Hopam.. Bupanuma

Popmat EMN:  Bazosmi

Braxim: (3a HeofxigHicTio) KaTanor ANA 3anMcy NIANMCaHKX PaANIB Y Painis 3 nianucom (7" p7s)

[ BukopucTosysa™ okpeMuil KaTanor ANA NIAMMCaHIX PaiAnis Y Painis 3 nignucom

[Lna nignncy eainie HaTweHms kHonky “Tlianmcam™ Biamina
[ J

3.3. Verification of signed files
3.3.1. Verification of signed files on the Provider’s website

To verify a signed file, select the “Verify signature” service on the Provider's website and drag
or upload the file with an electronic signature
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MNepesipnTH MepesipnTu
nannc nignuc

3aBaHTaXKTe NignucaHun

¢ 3aBaHTaXXTe NignMCaHni
doann

chain
MepeTarHiTb clogn NignucaHuin : i .
chain i ' (ain 3 nigAMcom:
1 ' . .
260 3aBaHTaxTe i oro 3i cBOro i | Apacr_iHcTpykuii_2024.docx.p

s

Hocis
1 ncin 3aBAHTAKWTY IHWKA dain

...................................................................

After verification of the signed file, the following documents are formed: a file with an
electronic signature and a file without an electronic signature, an electronic signature
verification protocol and information about the signatory/s, electronic signature format, the
Provider, certificate serial number, electronic signature type, time stamp, etc. These
documents can be downloaded to the user’s computer if necessary.
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3.3.2. Verification of signed files using the “User” software

eThe verification of signed files (larger than 25 MB) is possible by using the “User” software.
To do this, launch this software, select the “Verify file” section in the main menu.

D Kopucrysau KHEAMN "AIS"

KopucrtyBay K

Kopuctysay KHEQN "OIA"

N Miamwcam daim
% Migrnc Paitnis Ha ocobucTomy
et kmovesi
Y 3aumdpysam Painm
% 3awnppysaHHa Gainis Ha oaHoro
YW AEKINBKOX KOPUCTYBauIB

MNepernaHy™m cepmgpikam
MNepernaa cepmoikaris y
PainoBoMy CXoBuLL

N 7 Mepesipka nignucy Ha nignucaHmx
2 Painax

Y Posumdpysam daiimm
% PosuwmdpysarHa
3aWNPPOBaHUX Painis

Nepernssym CBC
E MNepernaa CBC y ainosomy
cxosMwi

Bcrasosnm napameTpm 3renepysamm Kmoui
E BerarosnerHa napameTpis pobomm ? leHepaLis KMouis i3 3anMTaMu Ha
KOpUCTyBava POPMYBAHHA CEPTURIKATIB
Nonomora Oco6ucTuit Koy
Mpo nporpamy... Swram...
Mepestm go web-caitty LICK...

eDrag or add file from your computer’s catalogue and click “Verify”

u Kopucrtysau KHEAM "A18" = (m] X

Braxite daiinu, axi HeobxiaHo nepesipum

Im's paitny Cran

B Logaiire a6o nepetartim @aitn v crmcok...

Lonam... Bupanum
BraxiTs (33 HeobxiaHicTIO) KaTanor Ans sanucy daitnis 6es ELIN
() BukopucTosysam okpemuit kaTanor
3miHT
Onar ipky paiinis kHonky "l I Biamina Mepesipum
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Kopuctysau KHEAMN “A13"
Mepesipka nianucaHux pannis
P

Braxis ®ainm, aki HeobxiaHo nepesipum

Im's @aitny

B C:\Users\KopucTtysau\Downloads\OpagT_iHctpykuii_20... [ianuc He nepesiperiit

Cran

Lonam... By

Braxims (3a HeobxigHicTio) kaTanor ana 3anucy eannis Ges ELIMN

[C) BukopucTosysa okpemuit kaTanor

Ina nepesipku ®aiinis HaTMcHITL kHonky “Mepesipum™”

Biamina Mepesipym

e After successful verification, the file without an electronic signature is sent to the catalogue
on the computer where the signed file was stored; by clicking on the file name, you can get
information about the signatory, certificate number, time stamp and the Provider who issued the

Qualified Certificate.

m Kopucrysau KHEAN "AlA" = 0
Mepesipka nianucaxmx i
G _,
P Mignucani aaxi X
[fg PesynsTam nepesipku daiinis :
= % Mianucaxi naxi
Im'a @ainy
@C:\Users\kpucwnau\Downbads\L‘.
. Migmcysay —— CENSEGE———————
Opranisauin va  [epxasne nignpuemctso “IA"
nigposain:
Mocaga:
Cepmopikar
LUCK: "[in". KsanidikoBaHmi HaaaBay ENEeKTPOHHWX A0BIPYMX
nocnyr
Peecvpauidemsin  3ED5083160DBC59B040000000127060080A8A500
HOoMmep:
Mosnauxa vacy: 28.05.2024 15:41:28
|
LeTaneha indopmauis...
[ina saBepwenHa HaTMCHICTL KHoMKy “3akpumi”
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3.4. Procedure for blocking, renewing and cancelling the Qualified Certificates of the Public
Key

3.4.1. Blocking the Qualified Certificates of the Public Key using the “User” software

Blocking the Certificates of the Public Keys is possible using the “User” software if you have a
private key and password to it. To do this, in the main menu of the “User” software, select
“Certificates and CRLs” and “Block private certificates”, enter the password to the private key and
click “OK”".

Kopuctysau KHEAN "A1A"

KopucTtysay KHEOM “O1A3"

—
_— K nrmiamvumans I{LIC!"'I "nlﬂ"
Daitnn >
Tekct > & — Nepesipynm Paim
26ucTomy Mepesipka nignucy Ha nignucarx
Ocobuctnii kntoy > Paitnax
Ceptudikatn ta CBC > Mepernanytn ceptudikatm... F10 ™
Mapamerpun > Mepernsnytn CBC... F11
onomora >
A SRR Otpumarn 3 LCK...
lg_= Mepernsa cepmdik s0My
DaiAnoBOMy CXOBML 3abnokyeatu BnacHi cepTudikati
Bcranosumm napamepu ¢ 3renepysam Kmoui
E Bcrarosnenta napameTpis poom Vs Y TeHepaLin KNioNIs i3 3aNUTaMK Ha
KOpUCTyBada POPMYBAHHRA CEPTUPIKATIB
Nonomora Oco6ucTuit Koy
[po nporpamy 3wTam
Depeitn no web-caitty LICK.

*In case of loss of the key or password, the certificates are blocked upon verbal request of the
signatory to the Services Provider, where the electronic signature/seal certificates are blocked by
the voice authentication phrase.

3.4.2. Renewal of the Qualified Certificates of the Public Key

Renewal of a Qualified Certificate of the Public Key is carried out by written application, which
the user must form on the QTSP “Diia” website at the following link: https://ca.diia.gov.ua/faql4,
and then personally apply to the registration unit of the QTSP “Diia” for renewal of the appropriate
certificate.

After the procedure of blocking a Qualified Certificate of the Public Key, its status can be
renewed within 30 (Thirty) calendar days. Upon expiry of the specified period, the Qualified
Certificate of the Public Key will be automatically cancelled by the QTSP “Diia”.
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3MiHa cTatycy
cepTudpikata

|oeHTUbiKaUinHI gaHi
CepTudpikata, cTatyc
AKOIro 3MiHIETbCS

Tepmin gii ceprudpikara (PPPP MM O0)

Mouarok pii 20221224

cepThdpikata

KiHeub aii 20241224

cepThdpikata

TvN 3axuWeHoro Hocig  AnMas-1K

(3a HaABHOCTI)

CepilHui Homep Hocis 002310

3MiHa cTaTycy

ais MoHoBNEHHA

TapudHMiA nnaH DizHHMM ocobam ~

Tapudy «SOnHuA=
(anA dizuyHX Oci6 Ta MisKYHUK 0Ci6 - NigNpUeEMUIB)

OaHi BnacHuUKa
cepTudpikaTa

(NMipnucysaya)
EneKTpoHHa NowTa test@grmail.com
MNpizeMwe neTpoB

A BaH

Mo 6aTbKoBi BacHnLOBNY

¥ |neHTUCDIKaULIAHWA KOO HARBHWA

IneHTUdiKaUiAHWA Koo BincyTHIR

lgpeHTUdiKauifHUA koo 300000000

YHIKaneHUA HOMEP ¥ KRR HIH KA KKK
OemorpativyHomMy
peecTpi (3a HaABHOCTI)

QBNAcTb (33 DaHUMK Kuia Ta KWiBCkKa ~
pescTpauii)

BarkaHWiA MyHKT Kuis; Byn. MeHepana ANMasoea, v
06CNyroeysaHHs

Nepesipka CAPTCHA 2

+" 9 ve posior

MNepPernAHYTA 3aM0BNEHHA

3.4.3. Cancellation of the Qualified Certificates of the Public Key

Cancellation of the Qualified Certificates of the Public Key is carried out by written application,

which the wuser must form on

the QTSP “Diia” website at the following link:

https://ca.diia.gov.ua/faql4, and then personally apply to the registration unit of the QTSP “Diia”

to cancel the appropriate certificate.

Cancelled certificates cannot be renewed.
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TapudsHMi nnaH @iznHMM ocoGam v

apudy =COUHWA=
iz HNX 0Ci6 Ta disMyHMK OCIG - NionpreMUIs)

3M | Ha CTaTyCy OaHi BNnacHUKa
C epTI/I Cbl KaTa cepTUdikaTa

(Mipnucysaya)

EnekTpoHHa NowTa testggmail.com
|oeHTUdIKaUinHi gaHi N
CepTudpikarta, cTaTyc
AKOIo SMIHKOETbCH

Mo BaTbKoEi BacunboEMY
Tepmid aii cepTudhikata (PPPP MM O0) # |neHTUiKaLifHKA KOO HARBHWA
Movatok aii 20221224 IpeHTUdiKaULiAHMA Koo BinCYTHIA

cepTHdikaTa
lpeHTUdiKauiAHWA Koo 3000000001

KiHeup oif 20241224 - -

cepTudpikaTa YHiKanbHAA HOMED Y OO HHHHK
OemorpadivHomy
peecTpi (33 HAaRBHOCTI)

TN 3axMILeHoro Hocla  AnMas-1K v

(3a HasaBHOCTI) O6NACTE (33 DaHKMMI Kuia Ta KHieckka A
peecTpauin)

CepiiiHWIA HoMep Hocis 002310
BarkaHWi NyHKT Kuig; Byn. MleHepana ANMasoea, v
OBCNYroEy8aHHA

Nepesipka CAFTCHA 2

3MiHa cTaTycy Ve

Az Cracysarin -

3.5. Files ciphering
3.5.1. Files encryption

File encryption is carried out using a cryptographic algorithm by encoding data with aim to
hide information. As a result of file encryption, a person who does not have a special “key” can only
see a set of numbers or a damaged file.

oFiles can be encrypted using the “User” software and availability of a Certificate of the
signatory with whom the encoded data will be exchanged. To encrypt files, select “Encrypt files” in
the main menu of the “User” software.
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ﬂ Kopuctysau KHEAMN “A1A"

KopucTtyBad KH

KopucTtysay KHEON "OIA"

N Miamcam eadinm % MNepesipumm Painm
Mignuc aitnis Ha ocobucTomy N 7] Mepesipka nignucy Ha NigMcaHnx
Kniouesi = daitnax
Y 3aumppysam Padinm ™ Posumepysam daimnm
(3 3awnPpyBaHHA PANIs Ha 0AHOrO % PoswwdpysarHa
! 44 AEKINbKOX KOPUCTYBauIs 3aWnPPoBaHnX Paitnis
MNepernanym cepmpikam Nepernssym CBC
Mepernaa cepmeikartis y E MNepernsa CBC y paitnosomy
PanosoMy CXoBuLL cxosMLL
E BerarosnexHa napameTpis pobom ? leHepalis KMois i3 3anMTamu Ha
KOpUCTyBasa POPMYBAHHA CEPTURIKATIB
Nonomora Oco6mcTui Koy
Mpo nporpamy.... Swmram...

™" g0 w K.

eSelect the file to encrypt by dragging it or adding it from your computer’s catalogue, and
click “Encrypt”.

n Kopwucrysau KHEAM "AIA" — (m] X

mREEm——_——

Braxite ®aitnn, Aki HeolxiaHo SaWMdpYBaTh Ta AR KOXHOMO 3a3SHAYTE HEOGXRHICTS NiaMey

IM's dainy Mianucam Cran Cepmdikar
E C:\Users\KopucTyeay'\Downloads\[pa®t_ictpykuii_20... Hi He sawngpposanuit  He popasam
[opamoso nigmMcam MpoTokon posnoginy kmouis: [ -Tenm. & rp. Tovok EK Dopam.. Bupanumv

Donam cepoikat

Braxims (sa ANA 3anMcy aiinis (*." pTe)

Os <peMuil KaTanor ana @aitnis

Ina sawndpysaHHa Gainie HATCHITS KHoNKy " 3awndpysam”

Bigrina Sawnppysam

eSelect the required certificate from the list of available certificates in the window and click
“OK”. If the required certificate is not available, click “Import” and upload the certificate to the

certificate store.
*After the file is encrypted, the file is sent to the catalogue where the unencrypted file was
stored. The encrypted file has the extension *.p7e.
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3.5.2. Files decryption

Decryption of an encrypted file is possible only when the encryption key of the user whose
certificates were used for encryption is available. This option is carried out by using the “User”
software, in the main menu of the “User” software.

eSelect “Decrypt files” and read the encryption key:

Kopuctysau KHEAMN "AIA"

itZ8 KopuctyBay KHE

—  Kopucrysay KHEAOMN "O1A"

Y Migmcam eainm ’ % Mepesipum dainm
N Nigruc daiinis Ha ocobucTomy \;An lMepesipka nignucy Ha NignMcaH
< niovesi == oaitnax
Y 3aumppysam dainm Y Posumdpysam eainm
&% 3awnepyBaHHa Paiinis Ha oaHoro % PoswndpysaHHa
! 4 AEKINBKOX KOPUCTYBaYIB 33WNPPOBEHIX Paitnis
MNepernaxHym cepmpikam MNepernsxym CBC
Mepernag cepmdikaTis y Nepernaa CBC y paitnosomy
PainoBoMy CXOBMLLI [T
Bcratosumm napamepu @) 3rexepysam kmoui
E BcrarosnenHa napameTpis pobom ? eHepaLia KMouiB i3 3anMTaMn Ha
KOpUCTYBaua POPMYBaHHRA CEPTUPIKATIE
Nlonomora Oco6ucTmi Koy
MNepeitm po web-caitry LICK...

26




User Manual for Electronic Trust Services.
Qualified Trust

Service Provider “Diia”

Version 1.0

eIn the next window, drag or, as the method of adding, select the encrypted file and click
“Decrypt”:

@ Kopvcrysau KHEAM "AIA"
|

E

1

1 Braxits ®ainm, aki HeobxiaHo poswnepysa™ J

‘ Im's @aitny Cran

Donam... Buganum
BraxiTs (33 HeobxigHicTIO) KaTanor AN 3anKcy PO3WNBPOBaHNX DaNNIB
[C) BuxopucTosysam okpemuit kaTanor
3MiHMTM
[nA po3wnepyBaHHA Pannis HATMCHITL KHONKy “Poswmepysam” Bigmina Poswwopysam
u Kopwuctysau KHEAM “AI8" = [m] X

BraxiTo ®aitnn, aKi HEoBXiaHO POSWMPPYBaTH

Im's daitny CraH

a C:\Users\KopucTysay\Downloads\Opa®T_inctpykui_20... He poswneposarmii

Lonam... Buaanum

Braxims (33 HeoBXiaHICTIO) KaTanor ANR 33NKCy PO3WMPPOBAHUX PaANB

[T BukopucTosysam okpemuit katanor

3miHmTI

[Inf posumepyBaHHA Painis HATMCHITL KHOMKy “Poswnepysam” Bigmina Poswnepysam
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*After decryption is complete, the file that is available for viewing is sent to the
catalogue where the encrypted file was stored.

4. PECULIARITIES OF GENERATING, USING, AND DEACTIVATING DIIA.SIGNATURE (DIIA ID)
4.1. Generation of a Diia.Signature (Diia ID)
Validity period of the Diia.Signature (Diia ID) is one year or until it is deleted.

Diia.Signature private key can be based on a national cryptographic algorithm (DSTU) or
an international cryptographic algorithm (ECDSA).

The creation of a private key “Diia.Signature” is free of charge using the mobile
application “Diia”.

Steps to get a Diia.Signature:

e Log in to the mobile application “Diia”. Select an authorisation method from the
proposed ones and use the video instructions to follow the authorisation steps

https://www.youtube.com/watch?v=Tt-GKgDaZN8 or
https://youtu.be/3ikx ot7Dpwhttps://youtu.be/Tt-GKgDaZ

e Go to the Menu and select “Diia.Signature”:

MeHto

Bepcis Oil: 4.6.4.1617

& nosinomnenHs

O~ [Oia.Nipnuc

(D IcTopis nignucaHb

@ HanawTtyBaHHSA
OHOBUTYU 3aCTOCYHOK

D MigkntoYeHi npucTpoi

E Cnyx6a nigTpumkn
Oj KonioBaTu HOMeEp NPUCTPOIO

(3 nNuTtanHs Ta Bignosiai
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nis

e Learn about the terms of the Agreement and click “Activate Diia.Signature” by
dragging the slider to the right:

é

Ois.Nipnuc

AkTuByBaTu Qia.Mignuc

—

Mepepn akTUBaUi€O 0O3HaNOMTECh, 6yab
nacka, 3i amictom 3asaBu Npo
npuegHaHHa 0o [lorosopy Npo HagaHHA
KBanichikoBaHMX eNeKTPOHHUX AOBIRYUX
nignucis.

@

e Confirm your identity through photo verification:

Hapes T paMKy #3 oGosaIn T2
NEPLRIETO OCBITHSHMR
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eSet a 5-character password for Diia.Signature:

<~

MpupgymanTte
Kofa 3 5 undp

Llen kon BM GypeTe BBOAUTU ANA NIANUCAHHA
AOKyMeHTIiB 3a nonomoroto fQis.Mignuc.

O &

* This Manual additionally provides video instructions on how to generate a “Diia
Signature” Diia.Signature // Full instructions on how to get a Diia.Signature (youtube.com).
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4.2. Signing documents with Diia.Signature (Diia ID)

On the Provider’s website, select “Sign the document” using “Diia.Signature-UA” (for signing
according to the DSTU algorithm) or “Diia.Signature-EU” (for signing according to the international
algorithm):

OoBipdi nocnyru ~ 3axuLLeHi HociT ¥ CTaTu NpeACTaBHULITBOM HoBUWHN MyHKTH O6CNYroBYBaHHA Lis. nignuc ~ e v

MipnucaTtu
OOKYMEHT

MNipnncatn dann 3a

aonomororo
EﬂeKTpOHHOFO ninnlflcy -

| 3BeprTaemo yBary
niﬂ-niﬂ.n nc - UA - [NA CTBOPEHHSA KBanithikoBaHOro eneKTPOHHOro

ninnucy aéo neYyaTkn Heo6xiaHO MaTh YUHHI
OCOBUCTI KItoui Ta cepTudpikaTu Bif, [ii a6o BUAaHi
IHW MM KBanigikoBaHNM HaJaBa4em efeKkTROHHUX

D.Iﬂ-nlﬂ.nl’lc -EU = AOBIPYMX MOCAYT.

CepBic NiATPUMYy€E OCOBWCTI KNtoui Ta cepTrdikaTi
BIAKPUTUX KIIOYiB YCiX KBanidpikoBaHUX HafaBadis
€NeKTPOHHNX AOBIPYMX MOCHYT.

Bepcis gig 2024.04.15 13:00

eOpen the mobile application “Diia” and scan the QR code on the website with the
scanner:

MNignucaTtu
OOKYMEHT

i

3UNTYBAMHA OCOBMCTONO KNIOYa

atiz)

QR-xoR Syae QINCHUM we 02:42
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e Confirm the reading request:

10:30 all T .

Kpok132

3anuT Ha nignuc 4Yepes
Ois.Nipnwuc

Wo6 NIANWCATHA AOKYMEHT, NOTRIGHA iNEHTHMIKALIA YEpes
O.nignee

e After successfully reading the private key, return to the Provider’s website and select
the signature format:

Mipnucatum
OOKYMEHT

KpokK 3 3

Mipnncatn Ta 36epertum

LLlo Take ASIiC?

PekomeHgyeMoO nignucyeatun
OOKYMeHTU y chopmaTti ASIC-E.

Lle yHichikoBaHWiA hopmat eneKTpoHHOro
AOKYMEHTOO6Iry, AKWA rapaHTye, Wo saLui
AOKYMEHTU NPUMaTUMYTh BCi epXopraHu.

Tak, nipnucaTtu B dhopmari ASIC-E

( Hi, o6patu iHWWiA chopmat /

Bepcin Big 2024.04.15 13:00
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eSelect the format, type and algorithm of the electronic signature, the required
document to be signed and click “Sign”:

rignucatTum
OOKYMEeHT

XAdES. Oani Ta nignuc 36epiraoTecA B XML canni
(*.xml)
PAJES. Oadi Ta nignve aGepiraroTecA 8 PDF dpaini
(*.pdf)
® CAdES. Oadi Ta nionuc 3GepiraroTeca B CMS danni
(*.p7s)
NEW! ASIC. Oani Ta ninnyc 3éepiratoTbseA B apxisi

ASIC-E. OaHi Ta nianunc aéepiraoTecs B apxiei
(po3wmnpeHvin chopmar)
O ASIC-S. Oadi Ta nignuc aGepiraloTecA 8 apxisi
(npocTuia chopmat)

AOCTY 4145 -

Mignwve Ta gadi B ogHomy daini (enveloped) |

CAdES-X Long — JOBrocCTPOKOBWA 3 MOBHMMKM OaHumi LLL.T

dain(n) gna nignucy:

« EU13GAndroidOManual.p
df

SminmaTe

( Haszan >
-

e Go to the mobile application “Diia” and scan the QR code with the scanner:

MNipnncatun
OOKYMEHT

Y

SUYNTYBAMHA OCOGMCTONO KNIoYa

QR-xof Syae QINCHMM wWe 02:42

e After signing documents, the signed file is displayed in the browser, as well as a file
without an electronic signature and the protocol for generating an electronic signature, in
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which the time stamp and the signatory’s data are indicated. To save these files, click on the
arrows and download the required document to your computer:

rMnignucatu
OOKYMEHT

- JOKYMEHT niganncaHo

¥+ 3aBaHTaXKUTK BCe apxiBom

1€

[3) daiin 3 nignucom

1€

[3) daiin(n) 6e3 nigpnucy

[3 NpoTokon cTBOpeHHA Ta NepeBipKu KBanimiko... %

* Signed files using Diia.Signature are not stored in the mobile application “Diia”. Only
the signature history is kept in the mobile application “Diia” itself.

This Manual contains a link to a video on how to sign a document with the Diia.Signature
https://www.youtube.com/watch?v=txNZx8uqgsHS8

4.3. Deactivation of a Diia.Signature (Diia ID)

To deactivate Diia.Signature, go to the Menu of the mobile application “Diia”, select
“Diia.Signature” and drag the green slider to the left, or select “Delete all” in the “Connected
Devices” Menu:
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<_ €=

Migkno4yeHi npucTpoi

i0S 17.4.1

L] L]
HIH |n Inn“c ABTOpM3aUin: 3aCTOCYHOK "MNMpusaTbaHK". -

Oata nigknoyeHHA: 18.07.2023 / 18:51
AaTta ocTaHHbLO! aKTUBHOCTI: 29.05.2024 / 12:31

Android 11

ABTOpM3aUin: 3acTocyHOK "MpusartbaHk". >
F ?)"- AaTta nipknoYeHHa: 20.05.2022 / 23:25

AKTHByBaTH D‘iﬂ,niﬂnuc .\ U OaTta ocTaHHbOI aKTUBHOCTI: 20.05.2022 / 23:25

—_

Android 11

AeTopu3aauia: 3acTocyHok “lMpuearbaHk™. >
Oata nigknoyderHs: 28.05.2022 / 20:23
fAaTta ocTaHHLOl aKTUBHOCTI: 13.12.2022 / 11:55

4.4. Generation of a Diia.Signature for E-residents (Diia ID)

Generation of the private key “Diia.Signature” of the E-resident is free of charge using
the mobile application “Diia”.

Steps to receive a Diia.Signature:

eapplicant is authenticated in the mobile application using a one-time QR code
generated by the information system “E-Resident” by scanning it.

eperform step-by-step actions to generate the Diia.Signature stated in the clause 49.1
of this Manual.
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